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Tutorial 
Summary: 

Hardware security and trust is an important design objective similar to power, performance, reliability and 
testability. We will highlight why hardware security and trust are important objectives from the economics, 
security, and safety perspectives. We will highlight various attacks and countermeasure, hardware based 
security primitives, security vs reliability vs quality trade-offs.  
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Tutorial 
description: 

Globalization of Integrated Circuit (IC) design is making designers and users of IC and Intellectual Property 
(IP) re-assess their trust in hardware. As the IC design flow spans the globe -driven by cost-conscious 
consumer electronics- hardware is increasingly prone to side channel analysis, reverse engineering, IP piracy 
and malicious modifications (i.e. hardware trojans). An attacker, anywhere within the global, horizontal 
design flow, can reverse engineer the functionality of an IC/IP, steal and claim ownership of the IP or 
introduce counterfeits into the supply chain. Moreover, an untrusted IC fab may overbuild ICs and sell them 
illegally. Finally, rogue elements in the fabs may insert hardware trojans into the design without the 
knowledge of the designer or the end-user of the IC; this additional functionality may subsequently be 
exploited to introduce errors in the results, steal sensitive information or incapacitate a fielded system. The 
semiconductor industry routinely loses over $4 billion annually due to these attacks. In this tutorial we will 
introduce this important, emerging area of Design, Test and EDA.  
The tutorial will be organized as follows: 
• Part 1 : Side channels and hardware security primitives. Describe the IC side channels that can be used 

to compromise the security of ICs. On one hand, we will survey delay, power, and EM side channels. 
On the other hand, we will discuss how these side channels can be the basis for effective security 
techniques as well.  

• Part 2 : Malicious modifications (hardware trojans) to designs. We will describe hardware trojan 
taxonomy along insertion, location, trigger, and effect dimensions. We will survey parametric test 
measurements (path delay, iddq, frequency, and temperature) and other approaches to detect/thwart 
malicious modifications. 

• Part 3: IC reverse engineering, overbuilding and IP piracy. A popular approach to thwart these attacks is 
to conceal (encrypt) the functionality of an IC while it passes through the different, potentially 
untrustworthy phases of the global design flow. We will survey the different approaches to encrypting 
the functionality of a design. We will then discuss how IC (testing) fault analysis techniques can be 
used both as a defense aid and as an attack tool. On one hand, we will show how a designer can use 
VLSI fault analysis to aid the design encyption process. On the other hand, we will show that the fault 
analysis can be used as a weapon by an attacker to obtain the design functionality. 

• Part 4 : Design for Test vulnerabilities and countermeasures. We will survey DFT vulnerabilities and 
countermeasures such as secure scan, secure JTAG, secure SoC test. There is a dichotomy between 
testing and security from an assessment perspective. Traditional IC testing is a blue team-blue team 
activity (where the designer and the tester are allies) and security testing is a red team-blue team 
activity (where the designer and the tester are adversaries).  
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